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Governance Can Be Complicated -
But This Explanation Won't Be!

A Data Governance program should be

— Universal To whom v
=Y iT may concern: £ ¥
Simple Everything should ™~
- Extendible be made Gwen Thomas
) as 5|mp|e T E Eolonl Bive S8
—_ Comp“ant as pOSSIb|e, Orlando, FL 32603
o but not one bit simpler
or it will be - Albert Einstein

too hard to remember, too hard to explain,
too hard to sell to the rest of the organization.
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What You Should Learn Today

The elements of a Universal Data Governance
Framework™ that meets these criteria

Ideas for starting small and growing —
or starting with a big bang

A vision of how such a program maps to other
frameworks and compliance requirements.

You should be able to describe all of the above quickly,
using simple terms
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First, What is Governance?

Or, What Does Governance Do?

Universally-understood example:
Three Branches of the U.S. Government::

Legislative |Makes the rules

Implements the rules while

Executive - : i
providing services to constituents

Resolves issues stemming from

Judicial rule-breaking

Gwen.Thomas@DataGovernance.com 321-438-0774 4

The DAMA International Symposium & WILSHIRE Meta-Da ta Conference
Denver, Colorado  April 23-27, 2006



Management is Not Enough: A Consolidated, Enterpris

Framework

Gwen Thomas, The Data Governance Institute

e-Level Data Governance

Universal Data Governance
Framework™

Following the pattern of U.S. Governance,
Data Governance has three missions :

1) Proactively define/align rules

2) Provide ongoing, Data
boundary-spanning
services to data stakeholders.

3) Reactively resolve issues
arising from non-compliance with rules

Governance

Gwen.Thomas@DataGovernance.com 321-438-0774

Symbol for The Universal
Data Governance Framework™

PROACTIVE
Rules

ONGOING
Services

REACTIVE .
Issue Resolution
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Definition of Data Governance

What it is : Data Governance refers to
the organizational bodies, rules, decision rights,
and accountabilities of people and
information systems as they perform L
information-related processes.

Data Governance sets the rules of engagement
for how the organization uses data.

What it does_(the three missions of Data Governance)
1) Proactively define/align rules
2) Reactively resolve issues arising from
non-compliance with rules
3) Provide ongoing, boundary-spanning services
to data stakeholders.
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Governance —
a Contract With Constituents

Basic concepts of the tripartite form
of U.S. governance:

1. Itis designed to serve constituents: citizens.

2. lItincludes checks-and-balances
between government functions. Ay A

3. Governance takes place at many levels
(national, state, local), but operates il
generally the same way at each level.

4. Constituents have a Bill of Rights
that serves as a basic contract '
between the people and their government.
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Data Governance — a Contract
With Those Who Use Data

1. It is designed to serve constituents:
those who use or rely on data.

2. Itincludes checks-and-balances CRemas
between users' agendas.

3. Governance takes place at many levels
(enterprise, department, team), but operates
generally the same way at each level.

Data

4. Constituents have a Bill of Rights Blffis
that serves as a basic contract —
between those who create/manage
data and those who use it.
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Why Most Organizations Need
Formal Data Governance

We'll look at:

 Why Management isn’t enough A
(even if it used to be)

« What changed to make this true

 How Management, .
Data Governance, and Govarofél
Data Stewardship
work together

Gwen.Thomas@DataGovernance.com 321-438-0774
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Management is Tough

Managers must:

 Maintain order over their branchﬁ
of the corporate org chart

Turn policy into practice
Keep the organization running
Attend to budgets, people, plans

» Supervise Work |[ pjan Do Check
e efc.
Gwen.Thomas@DataGovernance.com 321-438-0774 11

Managers Also Work With Their
Peers to Coordinate Work

/‘]’ tC. |
Pre-plan | | Metadata Management Report

— ’ Data Architecture

’ Data Access Management

S— Database Administration I

Task 1 ||
Task 2 L

Task 3 —

Working with enterprise data requires A LOT of coor  dination

— even before Compliance and Security enter the pict  ure.
Gwen.Thomas@DataGovernance.com 321-438-0774 12
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Because of Compliance Needs,
Most IT Work is Now 4x Harder

» Before: Just do it!

* The post-compliance paradigm for work:
1. Do the
work
2. Control
it
» They must allde done, because
Compliance is WNatcOpteonial.
it
Gwen Thomas@DataGoverance.com 3214kg0r P TOVE It 13

With Compliance, Alignment Effort
Grows by Orders of Magnitude
|

‘ Metadata Management |
Operational Data Architeqqure | Qperational
Pre-planning : Data Access Manageme Reporting

Database Administration
- -
o
\//{ -
: Compliance
Compliance " :
Pre-planning Reporting
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e-Level Data Governance

Increase

You DON'T Data
want your
Managers

Points of Contact for Alignment

Note: These are all many-to-many relationships!

Projects

interpreting
all your
compliance
requirements

Requirements
*Regulatory Compliance
«Contractual Compliance
«Internal Compliance

(OI‘ these Services
relationships)

Gwen.Thomas@DataGovernance.com 321-438-0774

on their own. Technology

Stakeholders

15

“Management Decisions” That Managers
Shouldn’'t Be Allowed to Make Alone

What's at stake? Compliance, Security, Data Quality
integration costs, avoiding Data Disasters!

integrate with mine)?”

2 ™

N
‘/
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“Should | bother with security controls?”

“Should | take the ‘quick’ approach to my application
(even though it means other apps won't be able to

“Should | truncate data that comes into my database
(even though downstream users need the full data)?”

“Should | use a piece of data in a way that doesn’t
match its definition in the Metadata Repository?”

In these cases, Management must be
supplemented by boundary-spanning Data Governance t hat
sets rules which consider the needs of all stakehol ders.
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e-Level Data Governance

If Managers Can’'t Make Certain

Decisions Alone ...

* We need to provide a mechanism to
decisions — or help them make them

* It needs to take into account multiple
perspectives

* It needs to balance
the needs of
stakeholders against
the manager’s need to act

PROACTIVE,
Rules

* It should use the same rules for everyone

Gwen.Thomas@DataGovernance.com 321-438-0774

REACTIVE .
Issue Resolution

make the

ONGOING

Services

17

First Mission of Data Governance:

Define/Align Rules

PROACTIVE
Rules

Define / Align
Policies,
Standards,
Requirements

for
People,
Process,
Technology,
Information,
Compliance

REACTIVE

Gwen.Thomas@DataGovernance.com 321-438-0774

Issue Resolution

ONG(_)L\'G
Services

courtesy
The Data Govemance Institute
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First Mission of Data Governance:
Define/Align Rules

PROACTIVE
Rules

Define / Align
Policies,
Standards,

\ Requirements

for
People,

_~Process,

TS Technology,
Information,
; Compliance

% &

courtesy
The Data Govemance Institute
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Data Governance
Sets Rules of Engagement

PROACTIVE
Rules

Define / Align
Policies,
Standards,

\ Requirements

for
People,

_~Process,

TS Technology,
Information,
; Compliance

)

H+"*H + +

Co b
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e-Level Data Governance

With Data Governance, Management
Now Has Pre-planning Support

Management Decides How to Do the Work

F)perational — i'rﬁ;‘:::;ﬂ;e' Operational
Pre'plannlng Data Access Manageme Reportlng
Database Administration
\- —
. \\~4/ ~ .
Compliance O A~ Compliance
. \ N .
Pre-planning _ /ﬁ'ﬁ Reporting

Gwen.T|

In Accordance to Aligned Rules

Set by Governance

But Ongoing Support is Needed

* How will Management and
Staff know what the
requirements are?

* How will they learn of

changes?

* How will they access the
information that
Data Governance
has collected regarding
stakeholders, data
definitions, rules, etc?

Gwen.Thomas@DataGovernance.com 321-438-0774
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Second Mission of Data Governance:
Ongoing, Boundary-Spanning Services

ONG(_)ING
Services

{ - Communication
A - Access to Info
R - Recordkeeping

E - Education &
Support

PROACTIVE
Rules

REACTIVE
Issue Resolution

The Data Govemance Institute
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Data Governance Services
Complement Management

ONG(_)ING
Services

C - Communication
A - Access to Info
R - Recordkeeping

E - Education &
Support

Note:

As before,

Data Governance
DOES NOT REPLACE
Management.

These services should
address gaps/overlaps
within hierarchical
management structures.

They should support Data |
Stewards. The DGO should keep all T
stakeholders on the same page.

Gwen.Thomas@DataGovernance.com 321-438-0774 24
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e-Level Data Governance

Will Arise

* |s it safe to change the definition of

» Has the XYZ rule changed?

* | have a non-routine request for
data access. Can you tell me
what data stakeholders should be
involved in my decision?

* Are there stakeholders for my
Data Mart | may not be aware of?

Gwen.Thomas@DataGovernance.com 321-438-0774

Still, Issues and Questions

"Primary Customer" in my application?

» Can we safely change a data model?

* Which of competing data definitions is correct?

25

PROACTIVE
Rules

REACTIVE
Issue Resolution

Third Mission of Data Governance;
Resolve Issues

- Help Desk for Data™
- Issue Resolution Teams

Gwen.Thomas@DataGovernance.com 321-438-0774

ONG(_)L\'G
Services

courtesy
The Data Governance Institute
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Data Governance Issue Resolution
Complements Other Efforts

Data Stewards
identify and correct
issues, asking:

1. Does the data

comply with a
rule?

Other governance
mechanisms
may include:

» Change Control
* Architecture Boards

« PMOs _
. etc. 2. If not, is that OK?
3. If not, how do we
- correct the data
REACTIVE - address root
Issue Resolutigf"°°®
- Help Desk for Data™ -
= ISSLIC RESU'I.I"'I-OI'I TEC“’I’IS The DaI; Govetnance Institute
Gwen.Thomas@DataGovernance.com 321-438-0774 27

A Help Desk For Data™

report that pulls from
your data, and it would
affect Sarbanes-Oxley
controls and reports.
According to the
Metadata Repository,
there's a different field
that is probably what
you need. Here's who
to contact for more

* A single point of contact
for all Data Governance
iIssues, concerns, and
requests for services.

* Follows industry-
standard processes
for issue triage and
issue escalation
used by help desks for IT.

Is it safe to
change the
definition of
"Primary
Customer" in my
application?

I~ -
=
-

* For more info, visit ATHheI Dgo:k
www.HelpDeskForData.com - elp Des
b o ) for Data™

lllustration courtesylpha Males and Data Disasters:
The Case for Data Governands; Gwen Thomas
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e-Level Data Governance

politically-neutral.

» Have built-in checks-and-balances
between Business, Technology,
and Compliance/Security/etc.

» Participants vary — may be DGO

Gwen.Thomas@DataGovernance.com 321-438-0774

Data Governance
Issue Resolution Teams

» Address boundary-spanning issues
» Facilitated by the DGO - facilitators are skilled and

members acting as stakeholder reps or
larger groups of actual stakeholders.

» Follow strictly structured, transparent
process that produces auditable and

compliant records. lllustration courtesylpha Males and Data Disasters:
The Case for Data Governands; Gwen Thomas

29

Governance, etc.

Gwen.Thomas@DataGovernance.com 321-438-0774

Implementing Data Governance:
What Org Structures Will You Need?

» Depends on the size of your organization,
whether you're implementing at local level,
enterprise level, or somewhere in between

* Depends on your initial focus:
What pains, gains are you addressing?

— Data access, data integration issues, Master
Data Management, aligning Security with
Compliance, aligning ETL/Metadata with
Compliance, Data Definitions, Metadata

30
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Implementing Data Governance:
What FUNCTIONS Will You Need?

PROACTIVE GOVERNANCE

* A rule-making, rule-gathering, \
and rule-alignment function

» A function to document (or acquire documentation)

showing how 3 missions and functions within them map

to COSO, COBIT, and compliance frameworks
» A function to gather stakeholder information

» A function to define decision-rights and accountabilities

and receive buy-in

Note: these do not have to be technical resources, as
long as they can understand technical concepts!

Gwen.Thomas@DataGovernance.com 321-438-0774
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Reactive Data Governance
Functions

+ Administrative function for issue resolution &7y

» 1stresponders for the Help Desk for Data™

» Participants for next level of issue escalation
(knowledgeable in routine business, technology,
or compliance concerns — but not all;
remember checks-and-balances here)

« Participants for third level of issue
escalation & issue resolution teams: pull
from stakeholder/stewardship pool

« Skilled facilitators for issue resolution teams
» Executive-level support for all of above

Gwen.Thomas@DataGovernance.com 321-438-0774
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Ongoing Data Governance
Functions

C - Communications.  Skilled
communicators to apprise X
stakeholders of rules, decisions, changes o

A — Access. Function to store and maintain information
gathered by governance and to make it available to
stakeholders.

R — Record-keeping. Function to maintain compliant
records of governance activities.

E - Education. Resources to work with others throughout
the organization to understand and use Data
Governance.

Gwen.Thomas@DataGovernance.com 321-438-0774 33

Review:
Why Management is Not Enough

Data
Governance

Management

Post-Compliance Paradigm:
Doit! Controlit! Documentit! Proveit!
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e-Level Data

Governance

Review:;

information, compliance)

* Reactive
Data Governance Functions:
Help Desk For Data™ and
Issue Resolution Teams

C-A-R-E

Gwen.Thomas@DataGovernance.com 321-438-0774

Implementing Data Governance

* Proactive Data Governance Functions:
define/align rules (people, process, technology,

REACTIVE
Issue Resolution

* Ongoing Boundary-Spanning Services & Support:

Focus on the universal functions:
what the organization looks like will vary

ONGOING
Services

35

Review:;

What it is
Data Governance refers to

and accountabilities of people and

information-related processes.

1) Proactively define/align rules
non-compliance with rules

to data stakeholders.

Gwen.Thomas@DataGovernance.com 321-438-0774

information systems as they perform

Data Governance Definition/Mission

the organizational bodies, rules, decision rights,

REACTIVE
Issue Resolution

What it does_ (the three missions of Data Governance)

2) Reactively resolve issues arising from

3) Provide ongoing, boundary-spanning services

36
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Review: Data Governance — a Contract
With Those Who Use Data

1. It is designed to serve constituents —
those who use or rely on data. Data

2. It includes checks-and-balances
between users' agendas.

3. Governance takes place at many levels
(enterprise, department, team), but operates
generally the same way at each level.

4. Constituents have a Bill of Rights
that serves as a basic contract between those
who create/manage data and those who use it.

Governance

www.DataGovernance.com/BillOfRights.htm
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Questions?

Gwen Thomas

President, The Data Governance Institute
www.DataGovernance.com

Publishers of SOX-online.com,
The Vendor-Neutral Sarbanes-Oxley Web Site
www.SOX-online.com

Email:
gwen.thomas@datagovernance.com
gwen.thomas@sox-online.com

Phone:
321-438-0774
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