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Data Integration — Problem Statement

The operational landscape for most large global enterprises especially those
with heavy mergers challenges the success of the business in a number of
different ways;

- High and redundant IT Costs

- Overlapping business functions in disparate applications

- Redundant master sources such as Customer and Product dimensions

- Complex B2B operations against disparate data sources

- Inconsistent reporting and analysis from multiple “strategic” sources

- Large volumes of interfaces with reoccurring cost and not additional value

‘ EBI Information Management

Data Integration - Objective

The purpose of this session is to outline
the steps and techniques to follow that will
improve the overall IT operation by driving
the establishment of horizontal
architectural thinking and the development
and deployment of master data references
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TECHNICAL ARCHITECTURE CONSIDERATIONS
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Technical Architecture Considerations

HARDWARE
- Enterprise servers (Mainframe ! ) in one or more locations

« Are there shared data or application activities between the Enterprise servers and
/or middleware servers

« Are there connections to external sources of data and /or transfers between other
businesses (B2B )

« Is there a mix of legacy and strategic applications and data between servers
- Middleware servers in clusters in one or more locations
* Is there a common operational system or mixed (AIX, LINUX, Windows NT)
* Is there a fixed address or dynamic addressing TCP.IP configuration
- Network for data movement and delivery
« Is there a common protocol for data transfer or mixed (FTP , MQ , XML )
* What is the bandwidth across the network control points
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Technical Architecture Considerations
HARDWARE

- Service Components

» Are there multiple service components already in use?

» Has the Enterprise Service bus architecture been approved ?
* Is there a governance organization for common deployment ?
* Has a vendor requirements document been established ?

* Will you have to decide on more than one solution (Siebel hub for example) ?

‘ EBI Information Management

Data Integration and Master Data Management

DATA ARCHITECTURE DEVELOPMENT
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Data Architecture Development

Database Management
- Standardized on one DBMS or managing multiple DBMS

- Connectivity using single DBMS protocols or distributed software solution for multiple
DBMS

- Data history and archive requirements by application , geography , Country
- Backup and recovery architecture across the Enterprise
Data Design

- Current data models available for all intended integration points or develop data
models from existing physical databases

- Understand the business objectives for horizontal enterprise processing for
operations and/or business intelligence

- Define the standards for transactional data vs Master Data
Integration Scope

- No silver bullet ! Analysis of the business work flows must be conducted to
understand which the areas of the organization flow horizontally
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Data Integration and Master Data Management

DATA MANAGEMENT DISCIPLINES
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SERVICE ORIENTED ARCHITECTURE
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Required Capabilities for ESB Architecture

Protocol transformation
- Enable protocol independence between end points

- e.g., requester use SOAP/HTTP or SOAP/IMS but is transformed by ESB to service
provider SOAP/MQ

- ESB uses WBI adaptors for non-WSDL described service
Dynamic Selection and Routing
- to enable virtualization of service provider endpoints

- To enable Quality of Service selection of appropriate service provider based on
requester’s Quality of Service criteria

- To support fail over for service availability

- Enable workload distribution by sending the request to an instance of the destination
that is in a cluster

Support different messaging models
- Publish/Subscribe of Events
- Real-time synchronous request/response Messages
- Broadcast events or messages to more than one destinations

- Near real-time asynchronous event driven (trigger actions taken by provider that
does not necessarily have a response besides an acknowledgement)

‘ EBI Information Management

Required Capabilities continued

Data transformation
- Example: Transform message data from XML to proprietary like SAP idoc format
- Tofillin the blanks for sparse messages based on the message transformation rules
- Tofilter out data based on message transformation and privacy rules

- Business messages are transform to a standardized canonical business objects as
defined by IMS

Metrics
- Transaction volume by service provider
- Transaction result (especially number of failures or errors)
- Number of transformation (data and protocol) done
- Response time performance numbers by service request
Operation/Steady-state

- Notification or alerts when something within an ESB cell is not working (CEI —
Common Event Infrastructure and UMI integration)

- Ability to view and maintain the data and protocol transformation definition
- Scalability and Continuous Availability
Cross ESB cells communication — internet, intranet and extranet
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Required Capabilities (continue)

Service Security*
- Integrate with security token authority service provider(s)
» Security Token validation
 Facilitate dynamic security ticket issuance

- requester would ask for a security ticket to include in their service requests to a
particular service provider or destination

- ESB would hide to the requester where the security token is being issued

» Does ESB need to support federated security token service providers or do we want
one security token service provider hide the federation behind a common interface for
ESB to use?

- Security Mediation
» Validate requester’s security token (ticket/certificate/credential)

» Lookup and determine if a call to the security token service is needed based on the
requested service security classification

» Enable enforcement of security policy based on the security classification of the
requested service

21
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Required Capabilities (continue)

Privacy*
- Privacy policy enforcement mediation

» Only route to a privacy manager if the requested service privacy classification
requires it

- Integrate with a privacy manager service provider for
» Monitoring and logging of the flow of personal information
- submission or access flows
» Evaluating request/response for compliance to a privacy policy
- Filter out the personal information based on the policy when applicable
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High Level ESB Architecture Blueprint Cen
- ] Admin
Client Requester Client Requester Business Process Interface
a a Choreography
SOAP/ sonp-
HTTP s /F(i;gPIJMS
Request/Respense—Pub/Stb-Message—Bro Event
One ESB Cell (US) Enterprise Service Bus e
Logical Configuration
ESB ESB Cell| |ESB Cell| |[ESB Cell| [ESB Cell Data/Protocol
. ME (Europe) (Asia) (Japan) ( . ) Transformation
World-wide Service Routing
Service-Sefection—Transformation—Routing—Sect ity &OTY/
HTTP/IMS
HTTPIMQ IMQUIIOP . l \
NSLMQ/ Security Token Privacy Manager

Manager Service

-A Message Engines (ME) can be base on different i
Provider

products such as WAS 6.0, third-party

Service Provider ‘ ) -
(@ Service Provider

Service Provider

-An ESB Cell can be compose of many ME’s (destination)

-Mirror ESB cells: each ESB Cell has same set of
capabilities

WICS w/
- Specialization: in an ESB Cell, a ME can be Adaptors
specialized for certain function like for transformafion,
routing, security handler or metering.

Service
Security

Service
Privacy Policy

Service

Directory

SAP Service
febel Service
Provider
de

- Choreographed chains of specialized ME’s for
transformation, mediation and routing

SOAP — Simple Object Access protocol
JMS — Java Message Service
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WICS — Websphere InterChange Server
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ESB Benefits

Faster integration and reduced development and maintenance cost

- Services are decoupled from each other
- Business services separated from details of infrastructure
Flexibility to integrate and use different service provider

- Changes to service selection (or business partner) without modification of service
requestor

- Quality of service as an attribute of the service deployment or implementation, not
the service interface

Leverage existing assets and skills

- Re-use and integrate existing business services through evolutionary approach
Interoperation across multiple platforms through use of standards

- Interoperation across multiple platforms, vendors

- Code generation and tools widely available
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MASTER DATA REFERENCE SELECTION
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Master Data Reference Selection

My “rule of thumb” for influencing the

selection of possible subjects of data as

Enterprise reference candidates is based
primarily on whether you consider the data

static or dynamic. u

- Static - the frequency of change is such that
the data can be considered at rest for long
periods of time without change. “Customer”
data leaps right out in most cases since
longevity represents loyalty and customer
satisfaction but for others it may be as narrow
as number of “hits” to this SITE !

- Dynamic - high volume ,transaction oriented
activity that alters the state of the data within
a short life cycle of events. Such is an
“Order” from the time it is initiated in a
“shopping cart” to the recorded delivery to the
customer location there are many different
states that in the data as it moves through
the workflow
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Master Data Reference Selection

The other distinction to make for Master reference data is between application
operation data and application control data.

- Application Operation data- That information that exists because of your business
mission and events ie Banking , Manufacturing , Retail , education

- Application Control data — That information used to provide standards, identification ,
compliance and governance ie Country Codes, Chart of Accounts, Dunn and
Bradstreet No's, Organization hierarchies, Data standards and allowed values

- Examples of Master data candidates
¢ Customer , Business Partner , Vendor , Contractor
¢ Product, Service, Brand

« Contracts/ Entitlements, Accounts
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MASTER DATA DELIVERY
(Custom and Package)
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Master Data Delivery

Once the Master data reference selection
is agreed to then it's time to map out the
scope and design plans for implementing
the Enterprise delivery of master data.

- Legacy to Strategic

Differences in key attribute datatype
llengths

Different value sets for codes
Multiple sources of record
De-duplication and cleansing
- Strategic to Legacy

* Maintenance of conversion

» Adoption to strategic design
- Architecture design
» New operational application
« Active Operational Data Store

* SOA 2 way implementation ( Publish /
Subscribe functionality

29 ‘
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Master Data Delivery - continued

Custom or Package

- Master data delivery to packages presents
it's own challenge !!

- Different formats accepted by the API
- Different attribute/ column names

- Work with package vendors to see if the
master data like customer information can be
externalized

- Carry the conversion logic at the “Service
level” not the source level

- For custom applications establish a change
policy, for example the legacy application will
be retired within 3 years so provide a
conversion, longer than 3 years enforce the
update to the application to receive the new
master data format
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THANK YOU
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