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Executive Summary:

Best Practices: The BMO Story (Part 2) — Information  Classification,
Security, Privacy and Metadata Challenges

Over the past couple of years a classification framework has been
developed and implemented that supports protection and privacy of our
information. More efforts are being directed to include other classification
domains such as retention and quality, and to inventory all information using
such classifications. Our Corporate Metadata Repository acts as the book of
reference for all classification and business metadata relevant to sustain the
Information Management Program.

This session will focus on Metadata Management and Classification components:

* Classification Domains (Security, Privacy and others)
® Information Life-cycle
¢ Information Inventory
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Learning Synopsis:

diligence
and key control domains

publish information classifications
information is to be treated

Information Stewards need simple tools to make info
Management as straight-forward as possible.

1) Recognize that not all information needs the same level of management
2) Identify a small set of classifications that describe key information areas

3) Imbed information classification into existing processes .
so that all employees know how

4) Alignment with other information governance stakeholders
for success (not just Information Stewards)

rmation

Collect and

is essential
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» Introduction

The Classification Framework
Practice Development
Metadata and Architecture implementation

Moving Forward
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Accountability for information begins with the busi ness
F “Information Stewardship” is accountability for the management of
2 Bank information as a critical asset in order to co ntribute to the
- success of the organization.

Our target Enterprise Model for Information Stewardship aligns accountability to

Information)

In general, Stewardship of Subject Area information will involve management of:

Business Definitions & Standards...
Information Quality...
Information Protection... and

Information Life-Cycle

Information Subject Areas  (eg. Customer Information, Financial Information, Employee

BMO IM Enterprise Program
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We manage information as an asset, and we know...

...nhot all information has the same value or needs
the same treatment.

For Example:

We must provide a higher degree of protection to cu stomer information,

than our public information.

External Legislation and corporate policy restrict s how we use and

share personal information.

We must protect the intellectual property of third party information

Business Information Records must be retained in ac cordance to Policy
and business needs. Non-records may be disposed o f after use.
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Simply identifying Stewards isn’t enough...

Information Stewards need help:

Identifying and defining
standards for it.

and impact across projects.

regulatory and legal requirements.

their information, and establishing business

Establishing quality controls and monitoring quality of information for
accuracy, timeliness, consistency, validity, completeness, redundancy

Classifying information to ensure appropriate protection in accordance
with privacy and information security policies, and relevant standards.

Providing leadership and direction for information from its collection or
creation through to its retention or disposal

based on business,

BMO IM Enterprise Program
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» The Classification Framework
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Metadata and Architecture implementation

Moving Forward
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The Information Classification Framework provides a
common set of domains for managing information

Information Classification Framework

Information Inventory

Information Subject Information Resources

Areas

IM Classification Domains
Protection

Value Quality Usage Retention

Information Policy (Information Life-cycle)

Classification domains are based on generally accepted best practice,
required to effectively implement Information Management across the
organization.

The classification framework
provides a common set of
classification domains  for
all information categories in
the Information Inventory

The framework supports
BMO Policies for information:
Information Management
Policy, Security Policy,
Privacy Policy.

The framework can be
extended to hold new
classifications if they are
required.

BMO IM Enterprise Program
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Information Classification Framework

Information Inventory

Information Subject Areas

® Common Definitions
® Business Accountability

Information Resources

® Common Vocabulary ® Where information is found (Systems,
Networks, Files, Documents)

® Custodian Accountability

IM Classification Domains

Stewards establish controls and guidelines that act upon Information Subject Areas
Information Classes provide a common vocabulary for setting control levels

Custodians manage information resources to these co ntrol expectations

Information Policy (Information Life-cycle)

Corporate Policies, Corporate standards, Business O  perating procedures set rules for
the treatment of information: How information is t o be used, disseminated and

maintained throughout the life-cycle.
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Information
SUb]eCt AreaS Empl Business
mployees i i
he|p us knOW Directions
what information
we have
An Information Subject
Area is an area of
interest, centered on a
major resource, product Products &
or activity, about which Services
the Enterprise holds Resources
information
0 * [nformation Subject Areas identify the key information categories used by the Bank.
Jé * They establish a common vocabulary for our information
< * They define the boundaries for Information Stewardship accountabilities
* They provide the basis for_classifying information by common control expectations

BMO IM Enterprise Program
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Information Subject Areas help us understand where the

information is

found on

< —————" Information Resources

Information Subject Areas

Applicationg

Cafimunicatiyns
Devices

Business
Directio

Products & B
Employees) ervice: Reports
Business
oo =
artner Arrangemenjs

Resources;

By understanding where information subjects are found, we can ensure consistency
in of definition and representation of the same information wherever it is located.

We can also demonstrate whether information being is managed in accordance with
the policies established by the Information Stewards.
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model (Information Records*)

The Retention schema forms part of our Subject Are  a

commissions. This
includes commission
breakdowns and
adjustments, allocations
of commissions
distributed, expense
summaries, commission
worksheets and
commission reports of
trading activity, sales
credits and statements.

Retention | Retention Definition Examoles Subject
Code Class P Area
ACC100 Commission | Records concerning the Commission Breakdown
Management | management and Commission Distribution Employees
distribution of employee Commission Reports (Payroll)

Commission Sales Credits
Commission Statements
Commission Worksheets Daily
Commission Details Daily
Commission Escrowed Reports

for business, operational, fiscal, legal, regulator

*An Information Record is information recorded on tan
retained and managed as evidence of an organization

gible medium, and intentionally
's activities, events or transactions,
y and/or historical purposes.

BMO IM Enterprise Program
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it is destroyed.

destroyed in a specified manner

Information Subject Areas help ensure consistent
management of information

Information Stewards set control expectations for the management of information. To
meet these expectations, a common framework of information categories is needed.

If we establish that ‘customer information’ is ‘confidential’, this sets control
expectations for protecting that information.

Retention policies dictate how long the information must be retained before

Corporate Disposal Standard says ‘Confidential’ information must be

retention).

Hence we need a common vocabulary and definition
that can be used both for retention and protection

In fact, we need one list of information categories that can be used for consistent
= Information Management across all domains (quality, value, access, protection,
Information Subject Areas fulfill this need.

for ‘Customer Information’
to ensure a correct treatment.

BMO IM Enterprise Program
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The Information Classification Framework supports o
consistently managing information via a small set o

Information Domains

ur needs for
f classifications

| Value | | Quality | | Usage |

| Protection | | Retention |

® Value is assessed * Business rules for

accessing and

® Quality is controlled

® Work is prioritized based on value (and

* Information is retained as
long as required for

¢ Information
Stewards set

Work is prior risk) using information requirements for business and legislative
ased on value are established protecting the requirements
by information information * Information is disposed of
stewards safely
) Classify Classify
Classify by the by the risk of loss, by business and
Value of the (reputation, regulatory need to
information financial, keep information
Control Classes
Integrity | | Availability | | Confidentiality | | Privacy | | Retention

Identifies the degree
to which information
can be relied upon
(e.g.< correctness,
completeness, and
timeliness)

Identifies the importance
that information be
available to the business

Describe the sensitivity of

protecting it from

Maint&i

Classifications may
Vary according to
Information

information with respect to

Usel'Rauthorized disclosure or

Information Life-Cycle

Identifies whether
information could be used
to identify individuals (i.e.
is subject to privacy law)

Identifies the common
treatments for groups of
information in terms of
retention period and
disposal methods

BMO IM Enterprise Program
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Typically, these controls are risk based.

domains of Information Management, E.g.,
against information disclosure
retention and disposal.

quality of information

not be used, displayed, or communicated.

Information Classes Drive Controls

Information classes identifies the common controls required to
manage information across the classification domains.
Classification sets minimum requirements for controlling key

® Confidentiality determines the minimum protection

* Retention determines the schedule requirements for

® |ntegrity determines the controls required to retain

Some controls are descriptive: E.g., Corporate or Business
Information standards describe how information can or can

High Control

MSIH

Low Control
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» Confidentiality
Public
Internal Use Only
Confidential
Highly Sensitive

» Availability .
« Discretionary

Desirable

Necessary

Critical

* Privacy**
Personal information
Non-personal information

**Privacy is formally treated as a Compliance
Category ; a “quasi-subject area”. (Compliance
categories don't always fit within the Subject Area
Taxonomy — they may overlaps several subject areas)

Information Control Classifications

Integrity
Un-trusted
Reliable
Trusted
Critical

Retention
* Retention Class*

* Retention Period
» Temporary
¢ Superseded
* Event
* Specific
* Permanent

* Retention class is formally
treated as a subject area (at the
bottom of the taxonomy)

BMO IM Enterprise Program
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During preparation,
financial information
is secret, prepared by
a small community,
during office hours,
using a variety of
tools, including
MSoffice. The
materials have to be
retained for audit
purposes.

Retention Classes, Life-cycle and Controls

Financial Statement

—\/7 Preparation Published
Classification
Availability Low High
Confidentiality Highly Sensitive Public
Retention FIN200 TST180
Class/Schedule | specific (7 years) Permanent

Information follows has a life-cycle, from initial
event changes the information, a corresponding chan

collection to disposal.

After publication, the
information is
accessible by
everyone. It has to
be delivered by
channels with high
availability, copies
need to available
forever.

As each key
ge in classification may occur.

BMO IM Enterprise Program
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>

Introduction

The classification framework

Practice Development

Metadata and Architecture implementation

Moving Forward
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Practice Development: 2005

Robust Security Classification and controls in place, but no official list of
information types, no common vocabulary, different stakeholders kept different
lists:

Security Classification not well understood by Stewards, information resources
not well defined.

Lack of guidance for Stewards and others in classifying information.

Requirements Management process (in SDLC) provides no guidance for
information types

No Enterprise Records Retention standard and no schema for retention

Information valuation not done

No Enterprise Information Quality standard

BMO IM Enterprise Program
DAMAMilshire April 2006
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Practice Development : 2006 status

Stewards have been targeted for several key Information Subject Areas:
Customer, Finance, Risk, Employee

Policies and standards for Information Management are in place; more are being
developed (e.g., email standard, retention standard)

Guidelines are being developed to assist Information Stewards

Information Classifications are being collected during the Requirements phase of
SDLC.

Changes are being made to Security Classification to identify information
categories that are subject related.

Retention Project is currently defining Enterprise Records Retention
Classification Schema.

BMO IM Enterprise Program
DAMAMilshire April 2006
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Key Points

Keep it simple: 10 Key Subject Areas

Subject Area Description (abridged) Examples

Business The manner and environments that the Enterprise, as well as other parties, wish to Policies, Regulations, Strategies,

Directions conduct their business. Plans

Customers Individuals or other legal bodies, that are, may be or were the recipient of a product and/or | Retail, Commercial, Institutional
service with the Enterprise

Employees Individuals employed by or having been employed by, or are a candidate for employment Payroll, Benefits, Performance &
by the Enterprise Appraisal

Business Individuals, or legal bodies, that conduct business with the Enterprise Suppliers, Vendors, Contractors

Partners

Products & Goods and services that can be offered, sold or purchased by the Enterprise, its Deposit, Lending, Investment,

Services competitors and other Business Partners during the normal course of business.. Support Services

Resources Any value item, either tangible or intangible, that is owned, managed, used by, or of Real & Intellectual Property,
specific interest to the Enterprise in pursuit and accomplishment of its business. Systems

Markets Information to identify customer requirements and segmentation, to maintain the Financial Financial Markets
Institution's products and service offerings.

Contracts Potential or actual agreements between the Enterprise and other parties Deals, Contracts, SLA's, Sold

Products

Finances Information that enables the Enterprise to produce complete, timely, accurate, reliable, Financial Accounting,
understandable, relevant, comparable and controlled Bank Financial Information. Management Accounting

Risk Information on the potential for any material volatility around earnings, economic value or Credit Risk, Operational Risk
capital usage. As the Enterprise's activities can result in variances relative to expected
levels in earnings, economic value or capital usage, they expose the Enterprise to risk.

BMO IM Enterprise Program
DAMAMilshire April 2006
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Align Taxonomies within Information Classification

Key Points

Executive .
ey Information
Stewards Subject Areas
Operational
Stewards Employees '
N\
255 Records Classes \
Tactical HRE300 Training HRE290
Stewards Attendance ¢ Health and safety

HRE280
General %

Product

Domains

Our 10 Key Information
Subject Areas have been
defined at the top level.

Banking and Corporate
Groups will refine our business
Subject Area model as
implementation of Information
Stewardship proceeds

e.g., Local Records
Coordinators will manage the
retention of information in
accordance with the controls
established for appropriate
records classes (under
development)

BMO IM Enterprise Program
DAMAMilshire April 2006
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Summary: Ongoing Practice Implementation

* We have adapted existing templates, e.g., changes
to Information Security Information Resource
Characterization Templates

® Uses Key Subject Areas as common vocabulary
for information categories.

* Business Information Stewards classify information in
their Subject Areas via business standards

® Changes to Requirements Management

¢ Identify Classifications with information
requirements

® Guidelines to support
¢ |dentify Information Stewards as stakeholders
* Enterprise Architecture’s Application inventory

Uses Information Subject Areas for common
vocabulary; provides the IT portion of the answer
to ‘where is my information’

-]3 Key Points

Start Small

Forge relationships with
key related groups

Look for existing
Classification schemes
(Info security)

Look for enterprise
taxonomies to connect
to subject area model.
Align Taxonomies to
suit audiences

BMO IM Enterprise Program
DAMAMilshire April 2006
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Key Points
Forge Strategic Alliances

framework

We have close ties with Compliance and Risk

We have relationships to information warehouse projects

We work closely with Privacy Office, Information Security within a governance

We will have Executive Stewards for key Information Subject Areas

We work with key IT organizations such as Enterprise Architecture, the
Requirements Management Centre of Competency, IT Strategy

BMO IM Enterprise Program
DAMAMilshire April 2006
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Practice Implementation — current issues

Keeping classification simple, yet robust. Sample issues:

* Treatment of “aggregated” information, e.g., SIN number is
‘confidential’, but SIN used with a PIN is ‘sensitive’,

* Classification varies across the information Life-cycle: A Financial
Statement information is Highly sensitive until publication

Coordinating the delivery of taxonomies (E.g., Financial Services Data
Model, Retention Schema, Key Information Subject Areas, Compliance
Categories.

Classifying Value
® Practically, valuable information can be observed to have a high rating
in our ‘risk based’ classifications, but value depends on many other
factors as well

BMO IM Enterprise Program
DAMAMilshire April 2006 26

Introduction
The classification framework

Practice Implementation

» Metadata and Architecture
Implementation

Moving Forward
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Metadata for Information Management

Business People need to know.......

* What information we have;

Where it is (database level),

Who is accountable for it,

How it must be protected; how it can be used
Where does the information come from (traceability)
What is its quality.

Our process currently captures : business informat ion standard, Logical Data models

e rationalize design data models to business sta  ndards) - where it is

We capture Stewardship at the business standard lev el only today - accountability

We capture information classifications at the busin ess standard level - how it must be
protected

Information Security also collects Classifications at the application, system, network
level how protection is implemented on the IT resou rce

We obtain ETL metadata from the SDLC process - tracea  bility

BMO IM Enterprise Program
DAMAMilshire April 2006 28

Information Classification figures as a key compone nt of

the BMO target security architecture

The Security Architecture uses information classes

Confidentiality — Control read access to specific information and resources.
Integrity — Control create/update/remove access to specific information.
Availability — Access is available when required.

Accountability — Clear ownership of the risks and associated
responsibilities.

The security architecture will depend upon the availability of an official Book of
Record for information resources, including not only information, down to a data
element level, but other resource types.

The Metadata Repository provides a reference for information assets.

Currently we have no Enterprise BOR for other types of resources (Applications,
networks, etc.

BMO IM Enterprise Program
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Security Architecture - Identity-based Access Contro I

WHO m--- - mm oo > WHAT
An individual —— Has one and Can play multiple —— 1S provisioned to have
only one digital roles access to IT resources Resources
identity grouped as IT roles

Attributes

Attributes

Run me
access

The four key business questio
are:

1.Who has access to what?
2.Who is trying to do what?
3. Who did what?

4. Was this in compliance with our
Policies and Standards?

Control Point
Enterprise
Security Services

Policies & Rules

Devices

Permissions

logg?{

—
—_— Audit log

Batch / Real time
Monitoring &
analysis

BMO IM Enterprise Program
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Enterprise Architecture — Security Architecture overview - Last Update: Oct 20, 2005 30

QUALITY ASSESSMEN| 35

RELATESHE related
dries s
related to

g

Metadata Architecture for Information Classificatio n

INFORMATION CLASSIFICATION TYPE|

hi

I/C CATEGORY] #Sﬂg{‘e_dﬂ INFORMATION CLASSIFICATION VALUI]

clgssification

hds
0]

BMOIM E
DAMA/Wilshire April 2006

QUALITY REQUIREMENT| mi child
{-| INFORMATION CATEGORY TYPE| INFORMATION SUB-CATEGOR!
has \gﬁnnﬁed part of I i
1 alas o
compriges alias of ALIAS]
COMPOSITION] | STEWARD|
FSDM DATA CONCEP T
©K| ACCOUNTABILITY hgs
o—

INFORMATION SUBJECT AREA

DATA ELEMENT|
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Metadata and Architecture

Business and Technology metadata that is shared
broadly is captured in the Corporate Metadata Repos  itory

What we can show is:
® What information we have;
® Where it is (database level)
®* Who is the Steward for it
® What is the classification for it.

jﬂ%‘l Key Points

Subject Areas and
classifications are
essential business

metadata.

Capture metadata via
introducing small
changes to existing
processes

Publish that metadata
that is of value to the
enterprise

® We currently capture and rationalize design datam  odels,
to business standards

® In future rationalization will be to the enterprise FSDM
first (Financial Services Data Model), and the FSDM  will
be rationalized to the business standards

Provide value to both
to consumers and
providers

® Information Technology Resource Classifications are
collected by Information Security; we will publish them
via metadata (Answers the question: ‘how is the
information being treated today’)

BMO IM Enterprise Program

DAMAMilshire April 2006 32
Introduction
The classification framework
Practice Implementation
Metadata and Architecture implementation
> Moving Forward
BMO IM Enterprise Program
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Moving forward, our Information
Classifications will evolve to meet
new requirements and to provide
tools to help Information Stewards...

Place priority on critical information to address regulatory
requirements

Determine quality controls required to meet ‘Integrity’ needs

Tangibly assign value to information assets

BMO IM Enterprise Program
DAMAMilshire April 2006 34

Furthermore, we will continue to
further deepen the integration of the
Classification metadata and practices
throughout the IT infrastructure and
organization

Integration of metadata and information classification into
Security and Identity services

Pave the way for deployment of Semantic Technology based
services

Increase penetration about Information Management practices
within IT change and business change management

BMO IM Enterprise Program
DAMAMilshire April 2006 35
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Lessons Learned:

Not all information requires the same treatment
Classification simplifies control and enables automation of treatment

To ensure success, Information Classification should occur as a part of
existing processes .

Publish information classifications  so that all employees know how
information is to be treated, and information is treated consistently

Choose your partners wisely

BMO IM Enterprise Program
DAMAMilshire April 2006
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BMO IM Enterprise Program

DAMAMWilshire April 2006 38
Appendix A - Information Control Classes
Confidentiality Classes
Classification Meaning
Public Information that may be freely shared within BMO and with
external individuals or organizations, with no adverse effect on
BMO
Internal Use Only Information of a general nature that can be shared within BMO,
based on a need-to-know.
Confidential Information where unauthorized disclosure or use could lead to
damage to individuals, personal injury, or significant harm to
BMO.
Highly Sensitive Unauthorized disclosure or use of sensitive information could
result in serious personal injury or major and irreparable harm
to BMO
*Source: Information Security Manual
BMO IM Enterprise Program
DAMAMilshire April 2006 39
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Appendix A - Information Control Classes

Integrity Classes

Classification

Meaning

Untrusted

Information for which there may be no assurance as to its authenticity,
accuracy, completeness, or currency

Reliable

Information for which there are reasonable grounds to trust that it is
authentic, accurate, complete, and current

Trusted

Information for which there are reasonable grounds to trust that it is
authentic, accurate, complete, and current, and for which loss/lack of
integrity could lead to damage to individuals, personal injury, or significant
harm to BMO.

Critical

Information for which there are reasonable grounds to trust that it is
authentic, accurate, complete, and current, and for which loss/lack of
integrity could cause serious personal injury or major and irreparable harm
to BMO. Major decisions and actions depend on this information being
authentic, accurate, complete, and current.

*Revised from Source: Information Security Manual

BMO IM Enterprise Program
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Appendix A - Information Control Classes

Availability Classes

Classification

Meaning

Discretionary

Information which is not relied upon as part of an established
business process, nor for significant business decisions. If this
information were, at any time, unavailable for one month (30 days)
or more, or even permanently, there would be no expectation of
adverse consequence or loss of opportunity for BMO.

Desirable

Information that may be used on a routine basis as part of
established business processes or for making of business
decisions. Lack of consistent availability of this information for up
to one month (30 days) should cause only minimal harm to BMO.

Necessary

Information whose unavailability for more than one week (7 days)
could result in personal injury or significant harm to BMO.

Critical

Information whose unavailability at critical times or for more than a
few hours or days could result in serious personal injury or major
and irreparable harm to BMO.

*Source: Information Security Manual
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Retention Classes

Appendix A - Information Control Classes

Classification Meaning

Permanent Denotes records which will be kept indefinitely.

Transitory Denotes records that will be thrown out after they are
used

Superseded Denotes records that are routinely updated or revised

and where the previous version is no longer kept.

occurs

Event Denotes records that will be kept until a named event

number of years.

Specific Denotes records that will be kept for a specified
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Contact Information

Wayne Harrison

Senior Information Management Consultant

BMO Financial Group
Technology and Solutions
Information Management

120 Bloor Street East, 5" Floor
Toronto, Ontario

Canada M4W 3X1
www.bmo.com

(416) 513-5196 wayne.harrison@bmo.com
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